Online Safety: Teacher Resources

CommonSense Teachers' Essential Guide to Cybersecurity
Mozilla Web Literacy Core Curriculum: Safety First
(good discussion design but out of date and links no longer work)
GetCyberSafe
Get Cyber Safe is a national public awareness campaign created to inform Canadians about cyber security and the simple steps they can take to protect themselves online. 
· Take the Get Cyber Safe Checkup (no audio support)
· Cyber security checklist (PDF)
· Get Cyber Safe Challenge Worksheet (PDF)
· Your offline password organizer (PDF)
· Passphrases, passwords and PINs 
· Password managers 
· Multi-factor authentication 
· Secure your connections 
· Secure your devices 
· Secure your accounts 
· How cyber threats work
· Phishing 
· Phishing: Don't get reeled in 
· System updates 
· How to spot tax season scams
· System updates 
· Secure your connections 
· Secure your devices 


Electronic Frontier Foundation Opt Out October: Daily Tips to Protect Your Privacy and Security
· Tip 1: Establish Good Digital Hygiene
· Tip 2: Learn What a Data Broker Knows About You
· Tip 3: Disable Ad Tracking on iPhone and Android
· Tip 4: Declutter Your Apps
· Tip 5: Disable Behavioral Ads on Amazon
· Tip 6: Install Privacy Badger to Block Online Trackers
· Tip 7: Review Location Tracking Settings
· Tip 8: Limit the Data Your Gaming Console Collects About You
· Tip 9: Hide Your Start and End Points on Strava
· Tip 10: Find and Delete an Account You No Longer Use
· Tip 11: Search for Yourself
· Tip 12: Tell "People Search" Sites to Delete Your Information
· Tip 13: Remove Your Personal Addresses from Search Engines
· Tip 14: Check Out Signal
· Tip 15: Switch to a Privacy-Protective Browser
· Tip 16: Give Yourself Another Online Identity
· Tip 17: Check Out Virtual Card Services
· Tip 18: Minimize Risk While Using Digital Payment Apps
· Tip 19: Turn Off Ad Personalization to Limit How the Tech Giants Monetize Your Data
· Tip 20: Tighten Account Privacy Settings
· Tip 21: Protect Your Data When Dating Online
· Tip 22: Turn Off Automatic Content Recognition (ACR) On Your TV

Digital Unite Technology Guides

Computer Hope
How to protect yourself while on the Internet
Steps and suggestions everyone should follow to keep their computers and personal information safe while connected to the Internet.
How do I clear my Internet browser history?
You can select the internet browser you use from a list to learn how to clear your history.
How to be anonymous on the Internet
This page is created for users who are concerned about others monitoring their Internet browsing, or want to remain anonymous while they browse the web.

Office of the Privacy Commissioner 
Privacy 101 presentation package
https://www.priv.gc.ca/en/privacy-topics/information-and-advice-for-individuals/your-privacy-rights/pp_101/ 
A PowerPoint Presentation: This presentation contains helpful information and examples. 
Speaking Notes (PDF): The speaking notes are numbered to match the PowerPoint slides. Everything is presented in a chronological order so it is easy to follow.

Classroom resources and activities
Privacy Quiz for Youth (in Norquest College course / no audio support / references to parents)

Other resources
· Businesses and your personal information
· Accessing your personal information – federal government 
· Accessing your personal information – businesses
· What to consider when reading a privacy policy
· Report a concern
· Tips for raising your privacy concern with a business
· 10 tips for protecting personal information
· Tips for using privacy settings
· Tips for creating and managing your passwords
· Identity theft
· Top 10 tips for protecting your inbox, computer and mobile device
· Spam Reporting Centre
· Staying safe on social media

Pew Research Centre 
Cybersecurity Quiz (in Norquest College course / no audio support / feedback at the end in chart)

Password Generators 
https://www.passwordmeter.com
[bookmark: _heading=h.w7p3yilxl1cj]Bitwarden Password Generator and Tester
https://bitwarden.com/password-generator/ 
https://bitwarden.com/password-strength/ 

Google Be Internet Awesome
https://beinternetawesome.withgoogle.com/en_us/educators
A curriculum that includes interactive Pear Deck slides that can be converted and adapted in Google Slides (or opened in Google Slides and downloaded to PowerPoint) if the user does not have a Pear Deck Premium Account. The slides will need to be adapted because some of the interactive student-paced lesson features are not available on a free account.


Surveillance Economy

Mozilla Foundation
· Nothing Personal
Privacy reviews of Apps and Digital Tools
Nothing Personal is an editorial platform for independent thinkers, technologists, and creatives on the front lines of digital culture.

· How to Disappear: Shopping Online 
· How to Skip Surveillance Pricing: A Guide

VPNs (Virtual Private Network)

Introduction to VPNs from Network Lessons.com
The Complete Beginner’s Course to VPN’s from Cloudwards (download)

What is a VPN and How Does it Work? from Fluentize – whole lesson from 2020 available for a fee but I did not want to give them my credit card info (video)

Firefox offers a built-in VPN feature that helps protect your browsing activity by routing it through a secure proxy server, masking your IP address. This feature is available for free to eligible users and is designed to enhance your privacy while using the Firefox browser.
Browser With Built-In VPN: Secure Browsing 
A free VPN you can trust, now built into Firefox

Proton Free VPN

Browser and search engine privacy
EFF (Electronic Frontier Foundation)
· Privacy
· Surveillance Self-Defense
· How to: Get to Know Android Privacy and Security Settings
· How to: Get to Know iPhone Privacy and Security Settings
· All Guides (Security Scenarios are US based and laws may be different in Canada)
· Cover Your Tracks from EFF 
· Test Your Browser from EFF 
· Privacy Badger (Browser Extension from EFF)

Brave (Browser and Search Engine)
· Privacy Protections
· Brave vs Firefox
· Brave vs DuckDuckGo
· Brave vs Everyone

Firefox (Browser)
Browser Fingerprinting Protection from Firefox
· Privacy Protections
· Facebook Container Browser Extension
· Multi-Account Containers Browser Extension

DuckDuckGo (Browser and Search Engine)
· Blog
· Help Pages
· DuckDuckGo Search & Tracker Protection
· DuckDuckGo Browser vs Chrome, Safari, Firefox and Brave
· DuckDuckGo Browser vs Chrome, Safari, uBlockOrigin and AdBlock Plus

Other Browser Extensions
· AdBlock Plus
· UBlock Origin

 
Encrypted Email and Messages

Email

The Best Email Encryption Services for 2026 from PCMag
10 Best Encrypted Email Services — Tested for 2026 from CyberInsider

Microsoft
Email encryption in Microsoft 365 from Microsoft learn
Send encrypted messages with a Microsoft 365 personal or family subscription from Microsoft Support

Gmail
Learn how Gmail encrypts your emails from Google Help

Proton
ProtonMail
· Wikipedia
· I switched from Gmail to Proton mail: 5 deeply refreshing takeaways from PCMag

Private Messages

The Best Private Messaging Apps for 2026 from PCMag
Signal vs. WhatsApp: Which One is Good to Use? From PrivacySavvy
I Tried Signal, Telegram and WhatsApp, and This Is the One I’d Recommend (Signal) from CNET

Signal
Signal
· Wikipedia
· Signal Review: The Best No-Cost, Ad-Free Secure Messaging App from PCMag


